Schmidhuber EDV
Software GmbH

...let’s make business together!

Multi-factor authentication (MFA)

EuroFib supports the following authenticator apps

0 Microsoft Authenticator
* Google Authenticator

Necessary preparation

Special programs => System administration => Create user

User 1 must ensure that a valid e-mail address is entered here, at least for himself.
The activation code will be sent to this address later!
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User 1 can also check and enter the e-mail addresses of all other users here.
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Alternatively, the respective users can also enter their e-mail address themselves under
“Special programs => My settings”.

However, this step is only possible for normal users as long as the MFA is not yet activated!
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Activation of the MFA:

From the time of the system-wide (!) MFA activation, ALL EuroFib users must register and
authenticate using the Authenticator App for the next login!
A registered e-mail address is therefore a prerequisite from this point on.

Special programs => System administration => Options logon

An activation code will be sent by e-mail to the address provided.
You must enter this code in the input field and click on “Continue”.

LN X

Code (EMail) 77388014 | Weiter 9|

P Information d
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Registration of a user in the Authenticator app:

Click on “l do not have a token”

E Logon Eurefib for Windows

User THOMAS

Password sssssans

Token ||

License

MNumber 1

* Ido not have a token

Cancel

Licensedto Schmidhuber EDV Software Ges.m.b.H.

from 26.06.2018

Copyright® SchmidhJber EDV Software Ges. _ wwrw schrmidhuber. com

1)

An activation code will be sent by e-mail to the address provided.
Enter this code in the input field and click on “Next”.

2)

Now scan the displayed QR code with your favourite authenticator app.

3)

You will then see the ever-changing “Token” in the app.
Enter this token in the second input field here and click on “Check”.
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E: Information

10215/ 6 (7.8.2525/1.73.63 /1)
Die Reqgistrierung wurde erfolgreich abgelossen.

Ciruck

This completes the registration process and you can log in at any time using the tokens from
the app.

Login using a token via the Authenticator app:

Simply enter the token from your favourite authenticator app in addition to your usual login.

Example Google Auth. App

E; Legon Eurcfib for Windows b4
User THOMAS
Passwaord TIIITI L
Token 812731
| do not have a token
OK
Cancel
License

Licensedto Schmidhuber EDV Software Ges.m.b.H.

Mumber 1 from 26.06.2018

Copyright® Schmidh m wrr.schridhuber. com

Schmidhuber EDV Software Gesellschaft m.b.H.

Tel +43 1 2700531
Fax +43 1 2700535

office@schmidhuber.com

www.schmidhuber.com
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Additional technical information

e _NET Framework 4.8 must be installed

¢ Internal e-mail dispatch from EuroFib must be possible so that the software can send
the activation code by e-mail:

Release SMTP:
smtp.office365.com with port 587

or

Installation for MSGraph:
.NET Desktop Runtime 6.0.35

.NET Desktop Runtime 6.0.35

The .NET Desktop Runtime enables you to run existing Windows desktop applications. This
release includes the .NET Runtime; you don't need to install it separately.

R e
Wndors st Vot gt |

¢ One-time code/keycode for password manager

If “Show one-time code MFA” has been activated for the user, this code is displayed
at the bottom right. This code can then be stored in any password manager.

Prifen

Keycode ’

3M ILLSEII TVIBL

one-time password
IV | | 46T N T

711« 412
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